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Those involved in the collection, use, and sharing of overdose-related data must keep
privacy considerations in mind and ensure that data are directed toward improving
public health and reducing drug-related harm rather than exposing individuals to
additional risk factors such as social stigma, trauma, and involvement in the criminal
justice system.

Introduction and Background

Massachusetts provides an example of how a state has successfully leveraged a comprehensive
approach to collecting and using public health and other relevant data to address the overdose
epidemic. Massachusetts” experience underscores why it is critical for jurisdictions to use data
and data sharing to improve their understanding of the evolving landscape of drug-related harm
as well as to inform and target policies and programs aimed at overdose prevention.

Amid a rapid increase in opioid overdose deaths and other drug-related harm, Massachusetts
recognized that despite the numerous state agencies that were collecting and maintaining
overdose-related data, the incomplete and fragmented nature of these data impeded the
state’s ability to design, implement, and target effective overdose prevention interventions.

In 2015, the state legislature sought to address this gap by enacting legislation that requires
the Massachusetts Department of Health to operate a central hub for collecting disparate
overdose-related datasets and to analyze those data to help public health officials,
policymakers, and communities identify trends in and risk factors for overdoses.’

Insights uncovered through Massachusetts’ analyses include the fact that opioid-related
overdose death rates are 30 and 120 times greater among individuals without permanent
housing and those involved with the criminal justice system, respectively, compared with the
general population.? In response, the state prioritized partnerships with the criminal justice
system and implemented policies to connect individuals experiencing homelessness with
social services and treatment.® Other findings from Massachusetts’ data include, for example,
that fatal overdoses involving both opioids and stimulants rather than opioids alone are

more common among non-Hispanic black individuals, non-rural populations, and persons
experiencing homelessness.*

Leveraging Data Sharing for Overdose Prevention 3
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The Overdose Epidemic Persists

The overdose epidemic resulted in more than 67,000 US deaths in 2018, nearly 47,000 of
which involved an opioid.> Opioids are substances that “reduce the intensity of pain signals
and feelings of pain” by acting on a person’s opioid mu receptors. Opioids include legal
prescription medications such as oxycodone and morphine as well as illegal drugs such as
heroin and illicitly manufactured fentanyl.° The World Health Organization classifies certain
prescription opioids as essential medications, given their efficacy in palliative care and treating
some cancers, human immunodeficiency virus (HIV), and acute pain.” But opioids also present
substantial risks, including dependence, addiction, overdose, and death. Overdoses involving
a combination of opioids and other drugs are also increasing and can pose a more substantial
risk of death or long-term injury than overdoses involving only non-opioid drugs.®%1°

Federal, state, and local governments have taken a variety of approaches in order to address
the overdose epidemic, including efforts to increase access to the opioid antidote naloxone,
expand syringe access programs, facilitate evidence-based treatment, and implement
prescription drug monitoring programs."'? Despite these efforts, opioid- and other drug-
related harm continues at a high rate; emergency room admissions for opioid overdose
climbed 30% from July 2016 to September 2017."* Moreover, increases in overdoses related to
drugs other than opioids underscore the need for more comprehensive overdose prevention
efforts that do not focus exclusively on opioids."

Information about opioids and the overdose epidemic

Opioid overdose

Centers for Disease Control and Prevention
cdc.gov/drugoverdose/index.htm/

Understanding the epidemic

Centers for Disease Control and Prevention
cdc.gov/drugoverdose/epidemic/index.htm/

The triple wave epidemic: supply and demand drivers of the US opioid
overdose crisis

Daniel Ciccarone

sciencedirect.com/science/article/pii/S0955395919300180



https://www.cdc.gov/drugoverdose/index.html
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https://www.sciencedirect.com/science/article/pii/S0955395919300180

changelabsolutions.org

ChangeLab

Access to Timely Data Can Inform Overdose Prevention Efforts

The timely exchange and use of data among public safety officials, public health officials,
health care systems and providers, and social service agencies can help stem the tide of
drug-related harm in the United States by reducing the number of overdoses and keeping
overdoses that occur from becoming fatal."® Understanding the shifting scope, direction, and
contours of the overdose epidemic requires access to complete, accurate, and timely data.

Law enforcement officers, emergency medical personnel, and firefighters are often the first
trained professionals to respond to fatal and non-fatal overdoses, and as a result, they collect
substantial quantities of overdose-related data. However, public health officials and medical
professionals are typically better equipped to leverage those data for overdose prevention
initiatives.

Efforts to use data to address overdose and other drug-related harm have often failed to

keep pace with data use in other fields and are hampered by barriers to data availability and
access, as well as by privacy concerns. Public health professionals frequently lack access to
actionable data, including data related to prescribing, illicit opioid use, and non-fatal and fatal
overdoses. Even when these data exist, misconceptions about when and how federal and
state privacy laws apply can impede the sharing of such data for public health purposes.'

Addressing gaps in data availability, access to data, and understanding of applicable law is
critical in order to inform and target overdose prevention and response efforts.

Resources on using data and data sharing for public
health purposes

Data Across Sectors for Health
dashconnect.org

Health information and data sharing

Network for Public Health Law
networkforphl.org/resources/topics/health-information-and-data-sharing/

All In: Data for Community Health
allindata.org

Strengths and weaknesses of existing data sources to support research to
address the opioids crisis

Rosanna Smart et al.

doi.org/10.1016/j.pmedr.2019.101015
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The Effects of Stigma on Health

Data and data sharing can provide critical insights to inform the design and implementation
of overdose prevention initiatives. However, the sensitive nature of overdose-related data and
stigma associated with substance misuse and addiction necessitate careful consideration of
potential unintended consequences. For example, research shows that people with substance
use disorders (SUD) such as opioid use disorder (OUD) “internalize or anticipate the public
stigma attached to their illness” and that such internalized or anticipated stigma is “associated
with psychological distress and poorer quality of life, continued substance use, and reduced
engagement with substance use treatment.”"” Even when people with SUD seek treatment,
stigmatizing beliefs held by health professionals may result in substandard care.'®"

Negative stereotypes about people with SUD can also result in punitive policy responses
such as criminal prosecution and exclusionary measures that limit or prevent the operation
of proven public health interventions such as evidence-based SUD treatment programs and
syringe access programs. Moreover, a 2019 study examining stigma and the opioid overdose
epidemic noted that “these types of [punitive and exclusionary] policies . . . reinforce the
ways in which people with OUD]] are treated separately from others” and “implicitly classify
people with OUDI] as being unworthy of investment and undeserving of treatment — thereby
potentially having direct effects on health outcomes.”*

Given the robust evidence connecting stigma with negative health outcomes, those involved
in the collection, use, and sharing of overdose-related data must keep privacy considerations
in mind and ensure that data are directed toward improving public health and reducing
drug-related harm rather than exposing individuals to additional risk factors such as structural
discrimination, trauma, and involvement in the criminal justice system.

Resources on stigma, the overdose epidemic, and health outcomes

Stigma as a fundamental hindrance to the United States opioid overdose
crisis response

Alexander C. Tsai et al.
doi.org/10.1371/journal.pmed.1002969

Language and stigma

Evidence on how language can contribute to stigma about substance use, addiction, and
overdose has evolved over time. Amendments to the federal law governing confidentiality

of substance use treatment records, for example, replaced the term substance abuse with
substance use disorder. This document aims to use non-stigmatizing, person-first language,

but it incorporates the language used in statutes or regulations when that language affects the
interpretation or application of those laws. For more information on how language and framing
can reinforce stigma and for research on less stigmatizing language, see the following resources:

Expanding language choices to reduce stigma

Robert David Ashford, Austin Brown, Brenda Curtis
emerald.com/insight/content/doi/10.1108/HE-03-2018-0017/full/html

Changing the Narrative

Health in Justice Action Lab
ChangingTheNarrative.news
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https://www.emerald.com/insight/content/doi/10.1108/HE-03-2018-0017/full/html 
https://ChangingTheNarrative.news

changelabsolutions.org

ChangelLab

Who Is This Document for?

This resource provides an overview of relevant legal, health, and equity considerations in
collecting, using, and sharing overdose-related data. It is intended to help individuals and
organizations such as state and local health departments, first responders, public safety
officials, social service providers, correctional facilities, health care systems, health care
providers, and health insurers move closer to a public health—focused approach to leveraging
data and data sharing for overdose prevention. This resource can also help government and
private-sector legal and data security professionals navigate the data-sharing landscape for
overdose prevention.

Determining whether and how privacy laws apply in any scenario requires a case-specific
analysis of factors such as the type of information and the individuals or entities involved.
Readers should consult with an attorney licensed to practice in their state when determining
whether and how data privacy laws apply to them.

How Is This Document Organized?

This document

* Provides a general overview of data sharing for overdose prevention;

e Sets forth guiding principles for designing and implementing initiatives to leverage data
and data sharing for overdose prevention;

* Outlines how two federal laws — the Health Insurance Portability and Accountability
Act (HIPAA) and the federal confidentiality rule, 42 CFR Part 2 (hereafter referred to as
Part 2) — regulate data privacy and sharing, including their applicability to overdose-
related data;

* Discusses overdose-related data collection and sharing by various entities involved in
overdose prevention and response, including when and by whom overdose-related
data are collected and whether and how HIPAA and Part 2 apply to the use and
sharing of such data;

* Identifies available tools and resources on data collection for overdose prevention; and

* Defines key terms and abbreviations (see Appendix A).
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Guiding Principles

This resource adopts the 4 guiding principles set forth in the 2018 Centers for Disease
Control and Prevention (CDC) resource Evidence-Based Strategies for Preventing Opioid
Overdose: What’s Working in the United States.*' These principles can help guide the design,
implementation, and use of effective person-centered and equity-focused initiatives to
leverage data and data sharing for overdose prevention.

1. Know your epidemic, know your response

“’Know your epidemic, know your response’ reminds us that we must have a clear
understanding of the causes and characteristics of local public health problems before we can
know how to tackle them. It reminds us that our choices must be driven by evidence and data;
that we must employ strategies we know to be effective; and that we must remain vigilant in
maintaining a holistic and grounded understanding of who is at risk of fatal overdose, how that
risk is constructed, and what can be done to reduce that risk as much as possible.”

2. Make collaboration your strategy

“Effectively responding to the opioid overdose crisis requires that all partners be at the table
and that we ‘make collaboration our strategy’ by ensuring that all community entities are able
to fulfill their necessary roles.”

3. Nothing about us without us

“In the context of today’s opioid overdose epidemic, ‘nothing about us without us’ speaks
to the fact that prevention strategies need to take into account the realities, experiences, and
perspectives of those at risk of overdose. Those affected by opioid use and overdose risk
should be involved in the design, implementation, and evaluation of interventions to assure
those efforts are responsive to local realities and can achieve their desired goals.”

4. Meet people where they are

“Meeting people where they are requires understanding their lives and circumstances, what
objectives are important to them personally, and what changes they can realistically make to
achieve those objectives. . . . [It] means more than showing compassion or tolerance to people
in crisis. This principle also asks us to acknowledge that all people we meet are at different
stages of behavior change. Furthermore, recognition of these stages helps us set reasonable
expectations for that encounter.”


https://www.cdc.gov/drugoverdose/pdf/pubs/2018-evidence-based-strategies.pdf
https://www.cdc.gov/drugoverdose/pdf/pubs/2018-evidence-based-strategies.pdf
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Legal Landscape

Two primary sources of federal law govern access to and sharing of health-related data in
the context of overdose prevention:

1. The Health Insurance Portability and Accountability Act of 1996 (HIPAA) and its
implementing regulations, including the Privacy Rule

2. Provisions within the Public Health Service Act specific to federally assisted SUD
treatment programs, commonly referred to as the federal confidentiality rule, 42 CFR
Part 2, or simply Part 2

Despite limitations imposed by HIPAA and Part 2 on the use and dissemination of certain
overdose-related data, both public and private entities have ample opportunities to leverage
such data to prevent overdose and reduce other drug-related harm. In fact, many purported
barriers to collecting, using, and sharing overdose-related data result from common
misconceptions about the applicability and scope of these federal laws. For this reason, it is
critical for all overdose prevention stakeholders to understand the scope and application of
these laws.

State and local laws may establish more robust privacy protections than federal law does.
Additionally, other federal laws such as the Family Educational Rights and Privacy Act of
1974 (FERPA) regulate data use and sharing in specific contexts, such as schools. Although
this resource does not address the applicability of state and local privacy laws or federal
laws other than HIPAA and Part 2, agencies, groups, and individuals seeking to leverage data
for overdose prevention should familiarize themselves with all applicable laws. For more
information about these additional federal, state, and local laws, readers should consult an
attorney licensed to practice in their state.’

Health Insurance Portability and Accountability Act (HIPAA)

The Health Insurance Portability and Accountability Act establishes minimum national
standards for use and disclosure of protected health information” (PHI).?? By design, HIPAA
aims to balance protection of sensitive health information from unauthorized disclosure
with the need to use and share such information in the provision of and payment for health
services as well as outside the health service delivery context (eg, research, public health
surveillance, and law enforcement).

To those ends, HIPAA sets forth detailed standards, requirements, and restrictions
applicable to certain entities and individuals who collect, store, use, or disclose PHI. The US
Department of Health and Human Services’ regulation Standards for Privacy of Individually
Identifiable Health Information (commonly referred to as the Privacy Rule), which became
effective in 2001, establishes the requirements and limitations most commonly applicable in
the overdose prevention context.?

i. The Network for Public Health Law may be available to provide legal technical assistance on leveraging data and data sharing
for overdose prevention and harm reduction. For additional information about the availability of technical assistance, visit the
Network for Public Health Law’s website at networkforphl.org.

ii. Protected health information includes information that “relates to the past, present, or future physical or mental health
or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the
provision of health care to an individual” and either the information explicitly “identifies the individual” or “there is a reason-
able basis to believe the information can be used to identify the individual.” 45 C.F.R. § 160.103.


https://networkforphl.org
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Who is covered by HIPAA?

HIPAA's Privacy Rule applies to both covered entities and business associates. Covered
entities include health plans, health care clearinghouses, and health care providers that
transmit electronic health information connected to regulated transactions such as submitting
health care claims, enrolling or disenrolling in a health plan, or coordinating benefits.**?*
Business associates include individuals who are not members of the covered entity’s
workforce and who create, receive, maintain, or transmit PHI on behalf of a covered entity.?°
Additionally, a single legal entity that engages in both covered and non-covered operations
may designate itself a hybrid entity.”” Within a hybrid entity, the Privacy Rule applies only to
those operations that would qualify the entity as a covered entity or business associate.

Example: A university hospital system, which operates as a single legal entity, provides
health care services and conducts laboratory research. Those engaged in the laboratory
research do not function as health care providers. By default, the entire university
hospital system and its employees qualify as a covered entity subject to the Privacy
Rule. However, if the university hospital properly designates itself a hybrid entity, the
Privacy Rule would apply only to those engaged in providing health care services, not to
those engaged only in laboratory research.?

HIPAA's applicability to overdose prevention stakeholders varies considerably.

Examples

¢ Emergency medical service (EMS) providers generally qualify as a covered entity
subject to HIPAA’s Privacy Rule, but most law enforcement officials and other first
responders do not, even if they provide basic medical care, including emergency
overdose reversal.

¢ The Privacy Rule may apply to all or parts of jails and prisons that provide medical
treatment, depending on their organizational structure and whether they have
designated themselves a hybrid entity, whereas courts and diversion programs
generally do not qualify as a covered entity.

L[]

Although prescription drug monitoring programs (PDMPs) do not themselves qualify as
a covered entity, the entities that house such programs may be subject to the Privacy
Rule. For example, some states house their PDMP within the state health department,
which may qualify as a covered entity, while other states locate their PDMP within an
agency that generally does not qualify as a covered entity, such as a law enforcement
agency or a licensing agency that regulates health professionals.*

What information does HIPAA protect?

Covered entities and business associates may not use or disclose PHI unless the disclosure is
explicitly permitted by the Privacy Rule.>* For example, the Privacy Rule authorizes covered
entities to use and disclose PHI for treatment, payment, and health care operations.*' To
qualify as PHI, information must

1. Relate to an individual’s physical or mental health condition or health care services
(including payment); and

2. Directly identify the individual or provide sufficient detail such that a reasonable
basis exists to believe that someone could use the information to identify the
individual.*

10



changelabsolutions.org

ChangelLab

When does HIPAA authorize disclosure of protected information?

The Privacy Rule regulates when a covered entity (and, in some instances, business associates)
may use and disclose PHI — and specifies any applicable requirements or limitations. For
example, the Privacy Rule authorizes otherwise prohibited disclosures of PHI when a patient
authorizes the disclosure.** Several exceptions permit the use and disclosure of PHI without
patient authorization:*
* Required by law:" When local, state, or federal law requires such use or disclosure and
the use or disclosure is limited to the requirements of such law.*

* Public health activities:" Disclosures to public health authorities authorized by law
to receive such information for public health purposes (eg, preventing or controlling
disease, injury, or disability).>® Public health authorities include any local, state, federal,
tribal, or territorial government agency that is responsible for public health matters as
part of its official mandate.?”

* Serious health and safety threats: If the covered entity, in good faith, believes that the
use or disclosure is necessary to prevent or lessen a serious and imminent threat to the
health and safety of a person or the public and the disclosure is to a person or persons
reasonably able to prevent or lessen the threat.?®

Examples

* Arizona state law requires first responders, health professionals, administrators of
health care institutions, pharmacists, medical examiners, and correctional facilities to
report encounters with an individual with a suspected opioid overdose to the Arizona
Department of Health Services.?>*° Although many of these mandated reporters qualify
as covered entities and the reports include PHI, the disclosures fall within the Privacy
Rule’s required by law and public health activities exceptions.

* A health care provider who treats a patient for an opioid overdose may disclose the
patient’s misuse of opioids to family, friends, or caregivers if the provider determines
that the patient’s continued misuse of opioids following discharge poses a serious and
imminent threat to the patient’s health.*!

Except when otherwise required by law, covered entities must limit the use and disclosure of
PHI to the minimum necessary to achieve the intended purpose.*

Even though the Privacy Rule allows covered entities to share PHI for public health and other
purposes, individuals and entities often decide against disclosing personal information due to
uncertainty about whether an exception applies.*

iii. The Privacy Rule defines required by law as “a mandate contained in law that compels an entity to make a use or disclosure
of protected health information and that is enforceable in a court of law.” 45 C.F.R. § 164.103. The Privacy Rule also provides
examples of when a disclosure is required by law, including “court orders and court-ordered warrants; subpoenas or summons
issued by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized to require the
production of information; a civil or an authorized investigative demand; Medicare conditions of participation with respect
to health care providers participating in the program; and statutes or regulations that require the production of information,
including statutes or regulations that require such information if payment is sought under a government program providing
public benefits.” 45 C.F.R. § 164.103.

iv. The Privacy Rule exception for public health activities would, for example, generally allow emergency departments to disclose
overdose-related syndromic surveillance data to public health authorities authorized by law to receive such information.
Additionally, most emergency rooms do not qualify as a Part 2 program. This means that Part 2 generally does not prevent the
disclosure of overdose-related emergency department data for syndromic surveillance. For additional information on syndromic
surveillance, see the following resources:

Surveillance strategy report — syndromic reporting
Centers for Disease Control and Prevention
cdc.gov/surveillance/initiatives/symptoms-signal.html

The impact of law on syndromic disease surveillance implementation
Jonathan Purtle et al.
ncbi.nlm.nih.gov/pmc/articles/PMC5534386/
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Resources on HIPAA and the Privacy Rule

HIPAA guidance materials

US Department of Health and Human Services
hhs.gov/hipaa/for-professionals/privacy/guidance/index.html/

HIPAA Privacy Rule

Network for Public Health Law
networkforphl.org/resources/resource-collection-federal-privacy-laws/federal-laws-hipaa-privacy-rule/

42 CFR Part 2

Commonly known as the federal confidentiality rule, 42 CFR Part 2 (often referred to as

Part 2 or 42 CFR) governs the use and disclosure of patient records maintained by federally
assisted programs that diagnose, treat, or make treatment referrals for substance use disorder.
Originally issued in 1975, Part 2 regulations provide heightened privacy protections for those
seeking or receiving assistance with a substance use disorder (SUD) and generally prohibit
covered treatment programs from disclosing patient records — or the fact that an individual
received SUD treatment — without the patient’s consent.

These protections are intended to prevent the use of “[SUD] information against individuals
[for example, in criminal, civil, administrative, or legislative proceedings], causing individuals
with [SUD] to not seek needed treatment.”** Indeed, Part 2 includes a near-categorical
prohibition on the use of patient-identifying information in such proceedings.*#® Absent
patient consent, Part 2 also generally prevents patients’ non-SUD health care providers from
knowing that a patient is receiving or has received SUD treatment.*

Leveraging Data Sharing for Overdose Prevention 12
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Who is covered by Part 272

Part 2 applies only to federally assisted SUD treatment programs that provide or hold
themselves out as providing SUD diagnosis, treatment, or referral for treatment (Part 2
programs).*#49 Treatment programs that do not receive federal assistance, thus, are not required
to comply with Part 2 unless they operate in a state that requires them to follow Part 2 as a
condition of state-based licensing or other state-based regulatory regimes.>>' However, Part 2
broadly defines federal assistance, thereby making the regulations applicable to the majority of
SUD treatment programs, including, for example, any program that

* Is operated by a federal agency (except the Department of Veterans Affairs and the
Armed Forces);

* Receives federal financial support in any form (eg, tax-exempt status under the federal
tax code);

e Is a participating provider in Medicare; or

* Provides maintenance treatment or withdrawal management — including the use of
methadone or buprenorphine to treat OUD - that requires a license, certification,
registration, or other authorization granted by a federal department or agency.

In some cases, individuals or units operating in a medical facility may constitute a Part 2
program even if the entire medical facility does not.>* For example, most emergency rooms
do not qualify as a Part 2 program because they are a general medical facility and do

not hold themselves out as providing SUD diagnosis, treatment, or referral for treatment.
General medical facilities also do not generally become subject to Part 2 solely because they
provide Screening, Brief Intervention, and Referral to Treatment (SBIRT) services related to
SUD.>* However, within general medical facilities, Part 2 does apply to units that specialize
in SUD diagnosis or treatment if the unit receives federal assistance and the unit holds

itself out as providing SUD diagnosis, treatment, or referral for treatment.>> Within general
medical facilities, Part 2 also applies to individual practitioners and staff who receive federal
assistance if their primary function is to provide SUD diagnosis, treatment, or referral for
treatment (eg, an addiction medicine specialist treating a patient in the emergency room) and
they are identified as providing SUD diagnosis, treatment, or referral for treatment.*®

Part 2 regulations prohibit individuals and organizations from re-disclosing patient-identifying
information if they (1) obtained the patient-identifying information from a Part 2 program or
an entity lawfully possessing the information; and (2) received a specified notice* informing
them of the prohibition on re-disclosure.””>®

v. The Part 2 regulations require this notice to include at least one of the following written statements:

1. “This information has been disclosed to you from records protected by federal confidentiality rules (42 CFR part 2). The
federal rules prohibit you from making any further disclosure of information in this record that identifies a patient as having
or having had a substance use disorder either directly, by reference to publicly available information, or through verifica-
tion of such identification by another person unless further disclosure is expressly permitted by the written consent of the
individual whose information is being disclosed or as otherwise permitted by 42 CFR part 2. A general authorization for
the release of medical or other information is NOT sufficient for this purpose (see § 2.31). The federal rules restrict any use
of the information to investigate or prosecute with regard to a crime any patient with a substance use disorder, except as
provided at §§ 2.12(c)(5) and 2.65; or

2. 42 CFR part 2 prohibits unauthorized disclosure of these records.”
42 C.F.R. §§ 2.32(a)(1)-(2).

13
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What information does Part 2 protect?

Part 2 programs are prohibited from disclosing any information that would directly or
indirectly identify a person as having or having had a SUD, including information related

to diagnosis, treatment, or referral for treatment for SUD, unless the regulations explicitly
authorize such disclosures.**® Moreover, with very limited exceptions, Part 2 prohibits the
use of any patient-identifying information obtained from a Part 2 program for the purpose of
conducting a criminal investigation or initiating or substantiating a criminal charge.®"®*%* When
Part 2 authorizes disclosure, the information must be limited to the minimum necessary to
accomplish the purpose of the disclosure.®

When does Part 2 authorize disclosure of patient-identifying information?

Unlike HIPAA, which often allows use and disclosure of certain PHI without patient
authorization, Part 2 almost always requires patients to consent, in writing, to the disclosure of
patient-identifying information — including disclosure of patient-identifying information to third-
party payers such as health insurers.®> Indeed, the regulations include only limited exceptions
authorizing the disclosure of patient-identifying information without patient consent:

* Between or among personnel within a Part 2 program or between a Part 2 program
and an entity with direct administrative control over the program to the extent that
the personnel or entity has “a need for the information in connection with their duties that
arise out of the provision of diagnosis, treatment, or referral for treatment of patients with
SUD":66

e Reports of suspected child abuse or neglect;*

* Medical emergencies in which a Part 2 program discloses patient-identifying information
“to medical personnel to the extent necessary to meet a bona fide medical emergency in
which the patient’s prior informed consent cannot be obtained”;*®

* Conducting scientific research, subject to certain requirements and limitations;*
¢ Certain audits and evaluations of a Part 2 program;’® and

* Pursuant to a court order issued in accordance with Part 2 regulations.” Unlike typical
court orders, court orders issued pursuant to Part 2 do not compel the disclosure or use
of patient-identifying information but, rather, only authorize such disclosure or use.”?
Additional requirements and limitations apply based on the intended purpose of the
court order (eg, whether the order authorizes disclosure or use of patient-identifying
information for non-criminal purposes or whether it authorizes disclosure or use for the
purpose of criminally investigating or prosecuting patients).”?

Part 2 also authorizes the disclosure and use of patient-identifying information without patient
consent to qualified service organizations™ when the information is related to crimes on the
premises of a Part 2 program or against Part 2 program personnel” and when information is
exchanged within a Part 2 program or between a Part 2 program and an entity that has direct
administrative control over the Part 2 program.”

The regulations include specific requirements on when and how patients must provide
consent.”” Additionally, whereas HIPAA’s Privacy Rule authorizes otherwise prohibited
disclosures when required by state or local law, Part 2 prohibits state and local governments
from authorizing or compelling the disclosure of any Part 2 patient-identifying information.”
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Historically, Part 2 required patients to provide consent for each recipient of patient-identifying
information. However, 2017 amendments to Part 2 allow patients to provide broader consent
for disclosure of patient-identifying information to “treating providers” within entities that
coordinate care and to entire entities that provide treatment.”” These changes are intended

to facilitate coordination between SUD treatment programs and other entities with a treating
provider relationship with a patient, including disclosure of patient-identifying information

to providers who do not themselves provide SUD treatment (eg, primary care providers and
emergency department personnel).®

Even after these amendments, however, Part 2’s requirements may be burdensome for the
transmission of patient information. Nevertheless, Part 2’s enhanced privacy protections help
ensure that individuals are not dissuaded from obtaining SUD treatment due to negative
repercussions that could result from disclosure of their SUD-related medical and treatment
information.

Resources on the federal confidentiality rule (42 CFR Part 2)

Substance abuse confidentiality regulations

Substance Abuse and Mental Health Services Administration
samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-fags

Substance use: confidentiality resources

Legal Action Center
lac.org/resources/substance-use-resources/confidentiality-resources/

Overcoming data-sharing challenges in the opioid epidemic

California Health Care Foundation
chct.org/publication/overcoming-data-sharing-challenges-opioid-epidemic/

Leveraging Data Sharing for Overdose Prevention 15


https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://lac.org/resources/substance-use-resources/confidentiality-resources/
https://chcf.org/publication/overcoming-data-sharing-challenges-opioid-epidemic/

changelabsolutions.org

ChangelLab

Legislative amendments to the federal confidentiality rule

The federal Coronavirus Aid, Relief, and Economic Security Act (CARES Act), signed into

law on March 27, 2020, amended the statute governing the federal confidentiality rule.’' The
revised statute continues to require a patient in a Part 2 program to provide their initial written
consent to the use or disclosure of patient-identifying information held by the Part 2 program.
Under the new law, however, once a patient provides their initial written consent, their SUD
records may be used, disclosed, or redisclosed for the purposes of treatment, payment, and
health care operations in accordance with HIPAA regulations. This consent remains valid
unless and until the patient revokes it in writing. As in the previous version of the law, a patient
may also include specific limitations on their consent (ie, disallow the use or disclosure of
patient-identifying information in specific circumstances detailed in their written consent).
Although the CARES Act reduces restrictions on a Part 2 program using or disclosing
patient-identifying information for treatment, payment, and health care operations, the

act also clarifies and expands protections against the use of such information for other
purposes. Specifically, absent patient consent or a court order issued in accordance with

the federal confidentiality rule, a Part 2 program record or testimony relaying information
contained within a Part 2 program record may not be disclosed or used in any civil, criminal,
administrative, or legislative proceeding conducted by any federal, state, or local government.
The act includes a specific prohibition on such records or testimony being

1. Entered into evidence in any criminal prosecution or civil action before a federal or
state court;

2. Taken into account in any proceeding before a federal, state, or local agency;

3. Used by any federal, state, or local agency for a law enforcement purpose or to
conduct any law enforcement investigation; or

4. Used in any application for a warrant.

The CARES Act also enacts broad new antidiscrimination protections. More specifically,

the act prohibits any entity from discriminating against an individual on the basis of
information contained in a Part 2 program record, regardless of whether such information was
intentionally or inadvertently disclosed, in

1. Admission, access to, or treatment for health care;

2. Hiring, firing, terms of employment, or receipt of worker’s compensation;
3. Sale, rental, or continued rental of housing;

4. Access to federal, state, or local courts;
5

. Access to, approval of, or maintenance of social services and benefits provided or
funded by federal, state, or local governments; or

6. Access to any services that receive federal funding.

In addition, the CARES Act allows disclosure of information to a public health authority if the
information is de-identified in accordance with HIPAA. The US Department of Health and
Human Services is required to issue regulations implementing these changes, which must be
effective on or before March 27, 2021.

This document provides information about the scope and applicability of Part 2 as the law
existed on April 1, 2020. Upon the issuance and effective date of regulations implementing
the changes contained in the CARES Act, readers should consult with an attorney licensed
to practice in their state to ascertain whether and how the new regulations affect the
information in this resource.
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Overdose-Related Data Collection and Sharing

The preceding section has provided a general overview of the federal legal landscape

for collecting, using, and sharing data for overdose prevention. It explained the purpose,
applicability, and operation of HIPAA and Part 2. The following sections provide specific
examples of how stakeholders can use data and data sharing to inform and target overdose
prevention efforts, as well as how HIPAA and Part 2 apply to various stakeholders and types
of overdose-related data.

Law Enforcement and Other First Responders

Data can offer critical insights to inform public health-driven overdose response efforts.8283
EMS dispatch data, for instance, have shown promise as an effective public health
surveillance resource because they provide a comprehensive, timely, and location-specific
accounting of all overdoses to which EMS providers respond.58>% Many law enforcement
departments also collect relevant data such as written reports documenting overdoses to
which officers respond, including whether they administered naloxone.?”#® Information
drawn from 911 call data, naloxone administration data, mortality data, or data related to
social determinants of health can assist overdose response actions.

Some local governments, often in conjunction with non-governmental organizations, have
initiated programs that connect people who experience a non-fatal overdose with peer
coaches or other trained individuals shortly after the overdose.®>*° These overdose response
teams can leverage law enforcement or EMS data to help target overdose prevention
programming and interventions such as providing referrals to treatment, naloxone rescue
kits, or other supports.”’ Because individuals who experience an overdose are more likely
to experience a subsequent overdose, including a fatal overdose, these interventions have
the potential to reach some of the highest-risk individuals.”> Although overdose response
programs vary, they generally begin with law enforcement and other first responders (eg, fire
and EMS), who share data (such as names and locations of individuals who have overdosed)
with public health officials, other government agencies, and, in some instances, non-
governmental outreach groups.”

Law enforcement officials and first responders also increasingly rely on data mapping tools
in order to share collective intelligence about the overdose epidemic. For example, the
Overdose Detection Mapping Application Program (ODMAP) allows first responders to
report fatal and non-fatal overdoses and enables authorized users to access near real-time
de-identified surveillance data.**> By using these mapping tools to identify hot-spot areas
with a high incidence of overdoses, jurisdictions can better focus overdose prevention
programming and resources.”®

Despite the advantages of using data in overdose prevention efforts, concerns related to
patient privacy and the applicability of federal health information privacy laws can affect
timely collection, dissemination, and use of the data that are needed to inform rapid
response actions. Understanding whether, when, and how HIPAA and Part 2 apply to data
can help address these concerns and facilitate deployment of resources, including overdose
response teams led by public health professionals.
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HIPAA applicability

Whether HIPAA applies to overdose-related data collected by first responders depends

on several factors, including the entity that holds the data. For example, law enforcement
agencies generally do not qualify as a covered entity.”” As a result, HIPAA's Privacy Rule

does not restrict the ability of most law enforcement agencies to collect, use, and disseminate
identifiable information about people who have overdosed. It is important to note, however,
that state and local laws as well as internal department policies may impose more stringent
privacy protections that restrict the use and sharing of such data. Although HIPAA may not
prohibit law enforcement agencies from using or disclosing identifiable health information,
those agencies should nevertheless remain cognizant of potential harms that could result from
the misuse of such information (eg, increased stigma and criminalization) and take steps to
ensure that such data are used only to reduce drug-related harm.

In contrast, EMS providers generally qualify as covered entities and must comply with
HIPAA's Privacy Rule.?® Nevertheless, several exceptions to the Privacy Rule enable EMS
providers to use and share otherwise protected information, subject to any additional
limitations in state or local law. For example, the Privacy Rule authorizes use and
disclosure of PHI when state or local law requires such use or disclosure,” and some
states have enacted laws requiring EMS providers to report overdose-related data.'® State
laws authorizing EMS providers to report data to public health authorities also allow EMS
providers to disclose PHI under the Privacy Rule’s exception for public health activities.!’

Part 2 applicability

Part 2 generally does not apply to first responders such as law enforcement, EMS, and fire
department personnel because they do not hold themselves out as providing SUD diagnosis,
treatment, or referral to treatment.'? First responders such as EMS also do not qualify as
general medical facility staff whose primary function is the provision of SUD diagnosis,
treatment, or referral for treatment.'® Rather, the primary function of EMS personnel is
responding to and treating emergent health conditions, some of which involve substance
use. Moreover, even fif first responders met these criteria, Part 2 is unlikely to apply to
most overdose-related information they collect because Part 2 protects only information
that identifies an individual as having a SUD or having been referred for SUD treatment,
and evidence of an overdose, without more information, is likely insufficient to meet this
threshold.®* Part 2 does, however, regulate when and how law enforcement agencies may
obtain and use information held by a Part 2 program.'®
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[t remains unclear whether Part 2 would apply to specialized EMS programs that both
provide SUD-related services and take steps to publicize that they provide such services.
For example, in June 2019, the New Jersey Health Commissioner authorized certain state-
licensed Mobile Intensive Care Units (MICUs) to administer buprenorphine following
administration of naloxone to reverse an overdose.'*® Although no court has addressed
whether or how Part 2 applies in this context, this type of specialized program potentially
meets the criteria of a Part 2 program. More specifically,

1. New Jersey EMS agencies do not specialize in SUD diagnosis, treatment, or referral

for treatment and thus likely qualify as a general medical facility;

2. Although SUD treatment is not their primary purpose, MICUs may qualify as an
identified unit within a general medical facility (ie, the EMS agencies);

3. New Jersey widely publicized that certain EMS first responders may offer
buprenorphine following an opioid overdose (ie, they “held themselves out” as
providing SUD treatment); and

4. The provision of buprenorphine constitutes SUD treatment, and information about a
person receiving buprenorphine could identify the individual as having an SUD.

If Part 2 applies to New Jersey MICUs that provide buprenorphine following an overdose, the
MICU will be required to comply with disclosure limitations, which may substantially limit
their ability to share patient-identifying information for overdose prevention interventions.

Example

In 2019, Washington State enacted legislation requiring EMS providers to report data on
suspected drug overdoses to a statewide electronic EMS data system, with the intent to
use these data to identify individuals in order “to engage [SUD] peer professionals, patient
navigators, outreach workers, and other professionals as appropriate to prevent further
overdoses and to induct into treatment and provide other needed supports as may be
available.”""”

HIPAA permits the disclosure of these data because state law requires such disclosures.
Part 2 does not apply to these disclosures because the EMS providers do not qualify as

a Part 2 program, given that they neither hold themselves out as providing SUD diagnosis,
treatment, or referral nor are they general medical facility staff whose primary function is
SUD diagnosis, treatment, or referral.

Resource on public health data sharing, law enforcement, and
first responders

Information sharing in criminal justice-mental health collaborations:
working with HIPAA and other privacy laws

Council of State Governments Justice Center
bja.gov/Publications/CSG_CJMH _Info _Sharing.pdf
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Diversion Programs and Correctional Settings

A public health approach to overdose prevention should prioritize linking individuals who
experience a non-fatal overdose or who use drugs and witness an overdose with evidence-
based treatment over punitive or coercive responses.'® Nevertheless, individuals who
experience a non-fatal overdose are sometimes arrested and placed in the criminal justice
system. It is particularly important to connect justice-involved persons with evidence-based
care because a substantial percentage of justice-involved individuals meet the criteria for
SUD and are at greater risk of fatal overdose.'%'"°

Law enforcement agencies, courts, correctional facilities, and related entities seeking to
reduce the rate of overdose among individuals in custody, under supervision, awaiting trial,
and after release have many opportunities to strengthen access to and use of evidence-
based care through coordinated services informed by overdose- and SUD-related data.
However, given that these new types of services require increased coordination and
collaboration among community partners, SUD treatment programs, and the criminal justice
system, clear principles and procedures are necessary to ensure patient privacy, improve
health outcomes, and prevent the misuse of SUD-related data.

Diversion programs (eg, drug courts)

Diversion programs such as drug courts have expanded rapidly in the wake of the overdose
epidemic, with the intention to channel individuals with SUD into treatment rather than
incarceration. Because the successful implementation of these programs often requires SUD
treatment providers and the supervising court or diversion program to coordinate and share
data about an individual’s SUD treatment, these programs must carefully consider when,
how, and to what extent patient privacy protections apply to such data and any mandated
restrictions, requirements, or procedures.

Substantial gaps exist in the availability of high-quality empirical research on whether
diversion programs like drug courts improve health outcomes.""12113114115 The more than
4,000 drug courts that currently operate in the United States vary substantially in their
implementation of and adherence to evidence-based best practices."*'"”"8 A 2019 SAMHSA
report, for example, found that less than “50% of drug court participants with OUD . . .
received [medication treatment]” and some [drug courts] require participants to cease using
prescribed MOUD such as methadone and buprenorphine.” Furthermore, despite their
widespread use, programs and policies that rely on coercion to link people to treatment
services continue to spur ethical debate.?*'?' Existing research focuses primarily on whether
and how diversion programs and drug courts affect costs and recidivism rates rather than
assessing health outcomes.'”>'>* More comprehensive empirical research is needed to assess
whether diversion programs and drug courts have the potential to reduce drug-related
morbidity and mortality when implemented in an evidence-based, public health-focused,
and non-punitive manner.
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HIPAA applicability

Diversion programs, including drug courts, are generally not covered entities subject to the
Privacy Rule because they generally do not electronically transmit PHI in covered transactions
(eg, to secure treatment authorization or receive payment from a health plan). The Privacy
Rule does, however, restrict when and how covered entities may disclose PHI about an
individual participating in a diversion program (eg, when a health care provider may share
information about a participant’s adherence to a treatment plan with a court).

Two exceptions to the Privacy Rule can facilitate information sharing between covered entities
and diversion programs:

1. Covered entities may disclose PHI to a diversion program when state law requires such
disclosures. Also, covered entities may disclose PHI in response to an order issued by
a court or administrative tribunal such as a drug court.*?

2. More commonly, however, covered entities may share PHI with a diversion program
based on participants’ explicit consent to such disclosures, and most drug courts and
diversion programs condition participation on an individual’s providing such consent.

Part 2 applicability

In general, courts and diversion programs do not qualify as Part 2 programs. However,
conflicting interpretations suggest that Part 2 regulations may apply to specialized diversion
programs and drug courts that engage in SUD screening and treatment referral,'**'** and
some state and local drug courts have opted to comply with Part 2 even if they do not qualify
as a Part 2 program under federal law.'*128129130 Regardless of whether a diversion program
or drug court itself qualifies as a Part 2 program, many participants in these programs receive
treatment from Part 2 programs that are subject to restrictions on the use and disclosure of
patient-identifying information.

Part 2 programs may disclose otherwise protected patient-identifying information to
individuals within the criminal justice system when patients’ participation in the Part 2
program is a condition of their eligibility for the diversion program and the patient provides
written consent authorizing such disclosures.”! Individuals within the criminal justice system
who receive patient-identifying information from a Part 2 program may use and disclose the
information only to carry out their official duties with respect to the patients’ participation in
the diversion program or other actions to which the patient has consented.”*? Additionally,
although Part 2 regulations generally allow a patient to revoke their consent to disclose
patient-identifying information at any time, the provisions specific to the criminal justice
system allow for revocation of consent only after a specific amount of time or event (eg,
completion of the diversion program) has occurred.'

21



changelabsolutions.org

ChangelLab

Examples

* Michigan has provided grant funding for drug courts to ensure that participants with
OUD receive medications to treat their OUD."* The Michigan court system also
provides guidance to drug courts that emphasizes the importance of coordination
with treatment providers and public health agencies, as well as the confidentiality and
consent requirements that come along with transmitting data protected by Part 2.

* Colorado’s Fourth Judicial District also provides guidance for administration of
medications for OUD in collaboration with outpatient treatment providers, as part of
its Family Treatment Drug Court model.”** The same guidance suggests that “updated
releases of information must be completed as needed,” to maintain “regular and
routine communication” between the drug court and treatment providers.'’

» Buffalo, New York’s Opioid Intervention Court (OIC) presents a model that connects
people who have been arrested with SUD treatment within 24 hours of arrest and then
suspends prosecution for at least 30 days while the individual undergoes treatment
(including medication treatment). Ongoing case management and other coordination of
care, which involve communication of data between multiple entities, occur during the
period immediately following arrest.’*® Several other jurisdictions within the state are
now adopting the OIC model.'314°

Correctional institutions (eq, jails and prisons)

Given the limited availability of diversion programs and the barriers to participation,

many justice-involved individuals with SUD do not have a meaningful opportunity to
participate in diversion programs. Instead, most justice-involved individuals with SUD are
incarcerated in more traditional correctional institutions such as jails and prisons. Justice-
involved individuals face a substantially higher risk of overdose than the general population,
particularly during the period immediately following their release from a correctional
setting.'"1%21% Providing evidence-based treatment to individuals while they are in custody
and coordinating treatment and other services (eg, Medicaid enrollment) upon their release
can substantially reduce such risk."

Professional organizations such as the American Society of Addiction Medicine (ASAM)
and the American Correctional Association (ACA) support SUD screening and treatment
for justice-involved individuals, including collaborative relationships between treatment
programs and community supervision teams."> ASAM and ACA also recommend that
individuals be linked to an appropriate treatment provider at least T month in advance

of release from a correctional setting.'*®* However, providing SUD treatment to justice-
involved individuals in custody and linking them to treatment and other services upon their
release involves the collection, use, and sharing of protected information, thereby requiring
consideration of HIPAA and 42 CFR Part 2.

HIPAA applicability

Correctional institutions such as jails and prisons may qualify as covered (or hybrid) entities
subject to the Privacy Rule if they engage in a covered function (eg, provide or pay for
health care) and electronically transmit PHI in a covered transaction (eg, to secure treatment
authorization or receive payment from a health plan). A correctional institution will also
qualify as a covered entity if it contracts with a health care provider who electronically
transmits PHI. Additionally, health care providers that treat individuals within a correctional
institution qualify as a covered entity even if the correctional institution itself does not.
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Even if a correctional institution qualifies as a covered entity, the Privacy Rule generally will
not prevent the institution from obtaining, using, or disclosing PHI for treatment and other
purposes that further public health objectives. For example, a correctional institution that
qualifies as a covered entity may still use and disclose PHI in accordance with Privacy Rule
exceptions such as disclosures required by law,'* to public health authorities,'*® or for certain
law enforcement purposes.'* Additionally, provisions within the Privacy Rule specific to
criminal justice settings authorize covered entities to share PHI with correctional institutions or
law enforcement officials when

1. The PHI concerns an individual under the lawful custody of the correctional institution
or law enforcement official; and

2. The correctional institution or law enforcement official represents that the PHI is
necessary for'>°

a. Providing health care to an inmate or other individual under the lawful custody of a
correctional institution or law enforcement official;

b. Protecting the health and safety of inmates and other individuals under the lawful
custody of a correctional institution or law enforcement official;

c. Protecting the health and safety of others (eg, officers and employees) at the
correctional institution;

d. Protecting the health and safety of persons responsible for transporting inmates or
transferring an inmate from one institution, facility, or setting to another;

e. Law enforcement on the premises of the correctional institution; or

f. Administration and maintenance of the safety, security, and good order of the
correctional institution.

Importantly, however, this exception applies only to individuals currently in the lawful

custody of a correctional institution or law enforcement official. The exception ceases to

apply immediately upon an individual’s release from custody, including when an individual is
released on parole, probation, or supervised release,””" and a covered entity may not disclose
PHI about a justice-involved individual following their release unless the Privacy Rule otherwise
authorizes the disclosure. As a result, correctional institutions that wish to share PHI to link
individuals with treatment programs following their release must either obtain the individual’s
consent or ensure that one or more Privacy Rule exceptions apply to the disclosure.

Part 2 applicability

Unlike HIPAA, Part 2 does not include provisions specific to correctional settings such as
prisons and jails. Therefore, Part 2 programs operating within correctional settings must
comply with the regulation’s general requirements and limitations on the use and disclosure of
patient-identifying information, including patient consent requirements.*2

Example: A person is set to be released from state prison, and the person received SUD
treatment from a federally assisted SUD program during their incarceration. To ensure that
the person continues to receive care following their release, the SUD program seeks to
link the individual to a SUD treatment program outside the prison. To do so, the program
must obtain the person’s consent, in the manner specified by Part 2, prior to disclosing
any patient-identifying information about them to the outside SUD treatment program.
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Example

Pima County, Arizona, uses multiple health information exchange systems to ensure that
correctional institutions can access an individual’s medical records upon their incarceration
as well as that community-based providers can access correctional health records upon
the individual’s release. The exchanges include both general and mental health treatment
records, to help ensure continuity of care as individuals transition to and from justice-
involved settings.!®3154

Resources on data sharing in criminal justice settings

Information sharing in criminal justice-mental health collaborations: working
with HIPAA and other privacy laws

Council of State Governments Justice Center
bja.gov/Publications/CSG_C/MH_Info_Sharing.pdf

Corrections and reentry: protected health information privacy framework for
information sharing

National Institute of Corrections
nicic.gov/corrections-and-reentry-protected-health-information-privacy-framework-information-sharing
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Prescription Drug Monitoring Programs (PDMPs)

Forty-nine states, the District of Columbia, Guam, Puerto Rico, and some counties in
Missouri have implemented PDMPs — electronic databases that track the dispensing

of many controlled substance prescriptions.”>>'**'>” The specific controlled substances
tracked by PDMPs vary among jurisdictions, and some PDMPs also track non-controlled
substances such as naloxone and other information such as ICD-10 diagnosis codes.'>®'
Given the quantity and timeliness of information gathered by PDMPs across the country,
these databases can help to “facilitate a nimble and targeted response” to the overdose
epidemic.’® If designed and operated with public health goals in mind, PDMPs have

the potential to provide clinicians and health authorities with timely information about
prescribing and patient behaviors that contribute to the epidemic, as well as provide public
health advocates with an opportunity to identify and proactively offer support to individuals
who might benefit from targeted risk reduction initiatives.

CDC has identified PDMPs as “among the most promising state-level interventions to
improve opioid prescribing, inform clinical practice, and protect patients at risk.” Although
research on the overall efficacy of PDMPs is mixed, “evaluations of PDMPs have illustrated
changes in prescribing behaviors, use of multiple providers by patients, and decreased
substance [use] treatment admissions.”"®" CDC has also encouraged states to adopt several
features that show promise in improving the use of PDMPs for public health surveillance and
response, including real-time data collection, universal access and use, integration of PDMP
data with other health systems data such as electronic health records and health information
exchanges, and linkage of PDMP data to other data systems within a jurisdiction.'®*163

Importantly, evidence suggests that simply increasing access to PDMP data is insufficient

to reduce opioid and other drug-related harm. Maximizing the efficacy of PDMPs for

public health purposes requires that such access be accompanied by education about
appropriate responses to individuals identified as potentially having a SUD and by increased
availability of appropriate evidence-based treatment. Education and linkages to care are
particularly important in order to address patient privacy concerns and potential unintended
consequences associated with the implementation and use of PDMPs, such as individuals
moving into the illicit opioid market.**1%

HIPAA applicability

HIPAA does not impede the sharing of PDMP data for public health purposes because
PDMPs generally do not qualify as a covered entity within the meaning of the Privacy
Rule.’®® Moreover, even if PDMPs qualified as a covered entity, disclosure of PDMP data
likely falls within one or more exceptions to the Privacy Rule. For example, because many
state laws require various entities to provide data to the PDMP, such disclosures would fall
within the Privacy Rule’s exemption for disclosures required by law. Similarly, the sharing
of PDMP data with public health officials is likely to fall within the Privacy Rule exception
for disclosures to an authorized public health authority. Although HIPAA does not prevent
the disclosure of PDMP data for public health purposes, state laws often impose additional
restrictions on PDMP data, including limitations on whether, when, and how public health
officials can access the data.'*”
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Part 2 applicability

Similar to HIPAA, Part 2 does not impede the use and disclosure of PDMP data for public health
purposes. PDMPs do not qualify as Part 2 programs because they neither purport to provide
referrals for SUD treatment nor possess the technical capability to make diagnoses of or
provide treatment for SUD. However, some entities that receive and use PDMP data (eg, health
departments and health professionals) may qualify as a Part 2 program and therefore must
comply with Part 2's heightened privacy protections when they use or further disclose PDMP
data that identify a patient as having or having had a SUD. Part 2 also limits the collection

of some data by PDMPs. Current SAMHSA guidance explains that “OTPs [opioid treatment
programs] and [physicians authorized to prescribe buprenorphine for OUD treatment] should
not disclose patient-identifying information to PDMPs” because, even though patient-identifying
information may be disclosed with written consent, redisclosure of such information remains
prohibited and one of the purposes of PDMPs is to further disclose patient information.'*®

Examples

Several federally funded initiatives have sought to improve access to PDMP data, including
pilot programs in 6 states.'® These efforts focused on streamlining user workflows to make
it easier to access PDMP data and incorporate those data into the clinical decisionmaking
process.””® Because many providers do not check the PDMP unless required to do so, efforts
to streamline clinician access to PDMP data and, in some cases, mandating that they check
the PDMP may improve prescribing decisions."”

Evidence also suggests that efforts to streamline and mandate provider access to PDMP

data are associated with reductions in potentially harmful prescribing practices. State health
officials in Pennsylvania, for example, report that the state’s PDMP curbed both the number
of multiple-provider episodes and the number of high-dose opioid prescriptions.'”

Resources on PDMPs

What states need to know about PDMPs

Centers for Disease Control and Prevention
cdc.gov/drugoverdose/pdmp/states.html

What healthcare providers need to know about PDMPs

Centers for Disease Control and Prevention
cdc.gov/drugoverdose/pdmp/providers.htm/

Prescription drug monitoring program legal datasets
Prescription Drug Abuse Policy System (PDAPS)
pdaps.org/

Prescription drug monitoring programs

National Alliance for Model State Drug Laws
namsdl.org/topics/pdmp/

Prescription Drug Monitoring Program Training and Technical Assistance Center
Institute for Intergovernmental Research
pdmpassist.org/
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Additional Opportunities

Mapping tools

The section on law enforcement and other first responders highlighted how they use mapping
tools such as ODMAP to identify and track overdose events and responses. Governmental
and non-governmental actors have developed several mapping tools to better understand
trends in opioid prescribing and increase community awareness of the overdose epidemic
and available resources. For example, the Centers for Medicare & Medicaid Services (CMS)
developed the Medicaid Opioid Prescribing Mapping Tool, which presents geographic
information about opioid prescribing rates at the state level,73'7* and the Medicare Part D
Opioid Prescribing Mapping Tool, which provides similar data at both state and local levels."”

Other user-friendly data mapping tools include maps that identify naloxone access locations,
drop-off boxes for unused or expired medications, and treatment centers, as well as “story
maps” for public education campaigns. (Story maps are interactive resources that combine
textual and visual elements such as maps to contextualize information and provide a
narrative.)”® Some jurisdictions, such as the Tri-County Health Department in Colorado, use
mapping tools to overlay opioid-related data with other health information such as reported
mental health distress and suicide rates, allowing officials to identify broader trends and
engage in a more holistic approach to community health improvement.””” Additionally, the
Opioid Mapping Initiative has sought to create a community of practice for local governments
in order to leverage data and mapping tools to address the overdose epidemic.'”?

These mapping tools generally do not implicate HIPAA or Part 2 because they use de-
identified or otherwise unprotected data.

Resources on mapping tools related to overdose prevention

Overdose Detection Mapping Application Program (ODMAP)
odmap.org

Opioid Mapping Initiative

opioidmappinginitiative-opioidepidemic.opendata.arcgis.com
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Social determinants of health (SDOH)

Existing efforts to leverage data and data sharing for overdose prevention have focused
primarily on the more acute drivers and consequences of substance misuse. These
acute drivers and consequences include opioid prescriptions, naloxone administration,
emergency room admissions, and overdose-related morbidity and mortality, as well as
linking individuals to downstream resources such as SUD treatment. Such efforts remain
critical to reducing opioid- and other drug-related harm. However, data and data sharing
can also be used to understand and inform efforts to address the many underlying social
and environmental determinants of substance misuse and addiction. These determinants
include lack of safe, stable housing; childhood trauma; economic inequality; structural
discrimination and racism; toxic stress; social isolation; and lack of access to quality
education.'”'8 Social and environmental factors can also present substantial barriers to
access to, retention in, and efficacy of evidence-based SUD treatment.'®’

For example, research shows that individuals experiencing housing instability or
homelessness have a significantly greater overdose risk and lower enrollment and retention
in treatment programs.'®? Likewise, lack of reliable transportation is a well-established barrier
to health care access, which would include access to treatment for SUD.' Individuals
receiving medication treatment for OUD report substantial travel times and costs, as well as
employment challenges resulting from such travel.'®*

Data and data sharing can provide state and local governments with insight into these social
determinant-based risk factors and barriers to treatment, as well as allow governments to use
such data to more effectively direct resources, target interventions, and inform policy change.

HIPAA applicability

Most SDOH-related data sources do not contain personally identifiable health information
protected by HIPAA's Privacy Rule, nor do most entities that collect and disseminate such
data qualify as a covered entity, because they generally are not a health plan, health care
clearinghouse, or health care provider.’® The Privacy Rule generally does not, for instance,
apply to governmental and non-governmental social service entities such as housing
authorities, transportation departments, public benefit offices, and community-based
organizations that do not provide and electronically bill insurers for direct medical services.

Nevertheless, HIPAA remains an important consideration in leveraging SDOH-related data
for overdose prevention because such efforts will often require linking these data with PHI
held by a covered entity, and the Privacy Rule will apply to a covered entity’s subsequent
use or disclosure of the linked data. Covered entities may also use SDOH-related data for
treatment purposes, thereby implicating the Privacy Rule.

Jurisdictions have several opportunities to use SDOH-related data for overdose prevention
while remaining in compliance with the Privacy Rule. For example, state and local
governments can authorize an entity that is already subject to the Privacy Rule and that
has an existing infrastructure for handling PHI (eg, a health department) to coordinate data
collection, aggregation, linking, and analysis. Such an entity would be well positioned to
address the various legal and privacy considerations as well as to operationalize the data
for public health-oriented overdose prevention efforts. By designating a public health
agency as the lead entity, state law can authorize or require covered entities to disclose
otherwise protected information under the Privacy Rule’s public health or required by law
exceptions.'®'% Jurisdictions can also use de-identified data to identify SDOH-related
trends, common risk factors, and barriers to overdose prevention and treatment.'s®
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Part 2 applicability

Entities that collect and disseminate SDOH-related data generally do not qualify as Part 2
programs. Part 2 programs may not, however, disclose patient-identifying information for the
purpose of linking such information with SDOH-related data absent patient consent for each
disclosure. As a result, jurisdictions thus far have not attempted to integrate Part 2 records into
their data collection efforts.'®

Examples

e Allegheny County, Pennsylvania, operates a data warehouse that aggregates individual-
level demographic and human services utilization data, including data related to substance
use, mental health, child welfare, housing, schools, criminal justice involvement, and
public benefits.”® Researchers used these data to identify demographic and service
utilization trends as well as overdose-related risk factors, including recent interaction with
the criminal justice system and SUD treatment programs.'’

* The National Opioid Misuse Community Assessment Tool overlays county-level overdose
mortality data with demographic and social determinant data, including race and ethnicity,
age, educational attainment, disability status, median household income, poverty rate,
unemployment rate, and accident-prone employment rates.'*

In 2015, Massachusetts enacted legislation that required the state’s Department of Health
to collect, analyze, and publish overdose-related data based on 10 datasets from 5 state
agencies.' A report from the Association of State and Tribal Health Officers (ASTHO)
indicates that Massachusetts “is beginning to look at data from mental health, the
[Supplemental Nutrition Assistance Program (SNAP, formerly known as food stamps)], and
other sectors to build predictive models that can address the social determinants of health
or indicate risk for addiction.”

The Maryland Department of Health uses Local Overdose Fatality Review Teams to
provide “a detailed understanding of the circumstances surrounding a[n] [overdose] death
and the ways in which it could have been prevented.”"> The reviews include SDOH-
related data such as involvement in the criminal justice system, use of social services

and public assistance programs, housing status, history of domestic violence, and mental
health history.’®

Although not specific to overdose or drug-related harm, the California Healthy Places
Index illustrates the use of SDOH data to identify health-related trends. The index linked
health outcome data with data related to economics, education, health care access,
neighborhood conditions, pollution/clean environment, social connection, transportation,
and racial residential integration, among other factors. The initiative also developed
interactive online tools to allow public access to the data; related policy briefs; and
communication recommendations for advocates and community-based organizations
seeking to leverage the data to inform policy change."”

* The 2018 SUPPORT for Patients and Communities Act authorizes the Centers for Disease

Control and Prevention to collect and report data on adverse childhood experiences (a
known risk factor for developing SUD) and appropriates funds to support such efforts.!?®

Information about how social determinants of health affect overdose

Opioid crisis: no easy fix to its social and economic determinants

Nabarun Dasgupta, Leo Beletsky, Daniel Ciccarone
ajph.aphapublications.org/doi/10.2105/AIPH.2017.304187
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Conclusion

As the scope and direction of the overdose epidemic continues to evolve, ensuring that
public health officials have access to complete, accurate, and timely data remains critical to
the identification, implementation, and targeting of effective evidence-based interventions.
Stakeholders such as public safety officials, health care providers, and social service agencies
often collect and maintain substantial quantities of overdose-related data. Federal and state
privacy laws, including HIPAA and Part 2, impose requirements and limitations on the
disclosure of certain health information. (See Appendix B for a summary of how HIPAA and
Part 2 apply in the situations detailed in this document.) Nevertheless, government agencies
and other entities have ample opportunities to share data with the public health officials
best positioned to use those data to prevent overdose and reduce drug-related harm. (See
Appendix C for a list of resources on data sharing to reduce drug-related harm.)

By working together, stakeholders can ensure that overdose-related data are collected,
shared, and used in a manner that preserves patient privacy and protects patients from
exposure to additional risk factors while improving public health and helping to stem the tide
of overdose and other drug-related harm.
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Appendix A: Key Terminology and Abbreviations

Business associates are entities that engage in certain
functions on behalf of a covered entity (eg, claims processing
and billing) that involve creation, receipt, maintenance,
transmission, or disclosure of protected health information.

CDC refers to the Centers for Disease Control and
Prevention, a component of the US Department of Health
and Human Services.

Correctional institution, for the purposes of the Privacy
Rule, is defined as “any penal or correctional facility, jail,
reformatory, detention center, work farm, halfway house,

or residential community program center operated by, or
under contract to, the United States, a State, a territory, a
political subdivision of a State or territory, or an Indian tribe,
for the confinement or rehabilitation of persons charged
with or convicted of a criminal offense or other persons
held in lawful custody. Other persons held in lawful custody
includes juvenile offenders adjudicated delinquent, aliens
detained awaiting deportation, persons committed to mental
institutions through the criminal justice system, witnesses, or
others awaiting charges or trial.”'%

Covered entity is an individual or organization subject to the
Privacy Rule. Covered entities include health plans, health
care clearinghouses, and health care providers who transmit
health information in electronic form.

HIPAA, the Health Insurance Portability and Accountability
Act of 1996, is a federal law that requires the US Department
of Health and Human Services to establish regulations about
health information privacy.

Hybrid entity is a covered entity that engages in both
conduct subject to the Privacy Rule and conduct not subject
to the Privacy Rule and that designates itself a hybrid entity
in accordance with federal law.

Medications for opioid use disorder (MOUD) are FDA-
approved medications used to treat individuals with OUD,
including methadone, buprenorphine, and naltrexone.

ODMARP refers to the Overdose Detection Mapping
Application Program, which “provides real-time overdose
surveillance data across jurisdictions to support public safety
and health efforts to mobilize an immediate response to an
overdose spike.”*0

Opioids are substances that “reduce the intensity of pain
signals and feelings of pain” by acting on a person’s opioid
mu receptors. Opioids include legal prescription medications
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such as oxycodone and morphine as well as illegal drugs
such as heroin and illicitly manufactured fentanyl.?*

Opioid treatment programs (OTPs) are federally registered
programs that use medications such as methadone and
buprenorphine to treat OUD.

Opioid use disorder (OUD), as defined by the Diagnostic
and Statistical Manual of Mental Disorders, 5th edition, is

“a problematic pattern of opioid use leading to clinically
significant impairment or distress, manifested by at least two
defined criteria occurring within a year.”2%?

Part 2 refers to federal regulation 42 CFR Part 2, which
restricts the disclosure and use of certain health information
created or maintained by federally assisted providers of
treatment for substance use disorder.

Prescription drug monitoring programs (PDMPs) are state-
level electronic databases that track the dispensing of many
controlled substances.

Privacy Rule refers to the federal regulation (“Standards for
Privacy of Individually Identifiable Health Information”) that
implements HIPAA requirements for health data privacy. The
Privacy Rule regulates how covered entities and business
associates may use and disclose individually identifiable
health information.

Protected health information (PHI) is individually
identifiable health information that meets specified criteria
and is transmitted or maintained in any form or medium.

SAMHSA refers to the federal Substance Abuse and Mental
Health Services Administration.

Social determinants of health (SDOH), as defined by
CDC, are “conditions in the places where people live,
learn, work, and play [that] affect a wide range of health
risks and outcomes.”””* SDOH include housing, education,
environmental quality, employment opportunities and
financial security, discrimination, transportation, and access
to healthy food, among other factors.

Substance use disorder (SUD), as defined by the Substance
Abuse and Mental Health Services Administration
(SAMHSA), is “recurrent use of alcohol and/or drugs [that]
causes clinically significant impairment, including health
problems, disability, and failure to meet major responsibilities
at work, school, or home.”?%4

31



ChangelLab

42 CFR Part 2 Terminology

Disclosure means “to communicate any information
identifying a patient as being or having been diagnosed with
a substance use disorder, having or having had a substance
use disorder, or being or having been referred for treatment
of a substance use disorder either directly, by reference to
publicly available information, or through verification of such
identification by another person.”?%

Federally assisted, in the context of Part 2, means a program
that is

¢ Conducted in whole or in part, whether directly or by
contract or otherwise by any department or agency of the
United States (except the Department of Veteran Affairs or
the Armed Forces);?°°

e Carried out under a license, certification, registration, or
other authorization granted by any department or agency of
the United States, including but not limited to a participating
provider in the Medicare program, authorization to conduct
maintenance treatment or withdrawal management, or
registration to dispense a substance under the Controlled
Substances Act to the extent the controlled substance is
used in the treatment of SUD;?"”

e Supported by funds provided by any department or
agency of the United States by being either (1) a recipient
of federal financial assistance in any form, including
financial assistance that does not directly pay for the SUD
diagnosis, treatment, or referral for treatment; or
(2) conducted by a state or local government unit that,
through general or special revenue sharing or other forms
of assistance, receives federal funds that could be (but are
not necessarily) spent for a SUD treatment program;2°® or

* Assisted by the Internal Revenue Service of the Department
of the Treasury through the allowance of income tax
deduction for contributions to the program or through the
granting of tax-exempt status to the program.2%

General medical facility: Federal law does not define general
medical facility, but SAMHSA guidance indicates that it
includes hospitals, trauma centers, federally qualified health
centers, practices comprised of primary care providers, and
similar institutions.
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Holds itself out as providing, and provides, substance use
disorder diagnosis, treatment, or referral for treatment:

Part 2 does not define the phrase holds itself out as providing,
and provides, substance use disorder diagnosis, treatment,

or referral for treatment, but SAMHSA guidance includes a
non-exhaustive list of conduct that may qualify: “state licensing
procedures, advertising or the posting of notices in the offices,
certifications in addiction medicine, listings in registries,
internet statements, consultation activities for non-program’
practitioners, information presented to patients or their families,
or any other activity that would lead one to reasonably
conclude that the provider is providing or provides alcohol or
drug [misuse] diagnosis, treatment, or referral for treatment.”?'°

Part 2 program means an individual or entity that is federally
assisted and meets any of the following criteria:

* A provider or entity, other than a general medical facility,
that holds itself out as providing and provides SUD
diagnosis, treatment, or referral for treatment;

¢ An identified unit within a general medical facility that
holds itself out as providing and provides SUD diagnosis,
treatment, or referral for treatment; or

¢ A provider or other staff in a general medical facility
whose primary function is providing SUD diagnosis,
treatment, or referral for treatment and is identified as
providing such services.

Patient-identifying information means “the name, address,
social security number, fingerprints, photograph, or similar
information by which the identity of a [Part 2 program] patient
... can be determined with reasonable accuracy either
directly or by reference to other information.”?"

Records means “any information, whether recorded or not,
created by, received, or acquired by a part 2 program relating
to a patient (e.g., diagnosis, treatment and referral for treatment
information, billing information, emails, voice mails, and texts).”
Records include both paper and electronic records.?'

Treating provider relationship means that “(1) A patient is,
agrees to, or is legally required to be diagnosed, evaluated,
and/or treated, or agrees to accept consultation, for any
condition by an individual or entity, and; (2) The individual or
entity undertakes or agrees to undertake diagnosis, evaluation,
and/or treatment of the patient, or consultation with the
patient, for any condition.” A treating provider relationship
may exist regardless of whether the patient and provider have
had an in-person encounter.?"
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Appendix B:
Applicability of HIPAA and Part 2 in Various Data-Sharing Situations

‘ HIPAA Privacy Rule ‘ Part 2

programs.
+ Exceptions to the Privacy Rule can facilitate information
sharing between covered entities and diversion programs.

Law Generally Inapplicable Generally Inapplicable
Enforcement » Law enforcement agencies generally do not qualify as a + Part 2 does not apply to law enforcement agencies
covered entity subject to HIPAA's Privacy Rule. directly.
» The Privacy Rule does not restrict the ability of law + Part 2 does regulate when and how law enforcement
enforcement to collect, use, and disseminate individually agencies may obtain and use information held by a Part 2
identifiable health information, including information program.
related to overdose.
EMS Generally Applicable Generally Inapplicable
» EMS providers generally qualify as a covered entity and » Part 2 generally does not apply to EMS providers.
must comply with HIPAA's Privacy Rule. + It remains unclear whether Part 2 would apply to
» EMS providers may not disclose protected health specialized EMS programs that both provide SUD-related
information unless they receive patient consent or a services and publicize that they provide such services.
Privacy Rule exception applies.
Diversion Generally Inapplicable Generally Inapplicable
Programs + Diversion programs generally do not qualify as a covered + Part 2 generally does not apply to diversion programs, but
(eg, Drug entity. conflicting interpretations exist.
’ + The Privacy Rule restricts when and how covered entities + Many participants in diversion programs receive
Courts) may share protected health information with diversion treatment from Part 2 programs.

+ Patient consent is required for a Part 2 program to
disclose patient-identifying information to a diversion
program, but many diversion programs condition
participation on individuals’ providing such consent.

Correctional

Potentially Applicable

Potentially Applicable
+ Part 2 does not include provisions specific to correctional

+ The Privacy Rule may apply when
+ Linking SDOH-related data with protected health
information held by a covered entity;
+ A covered entity uses or discloses linked data; or
+ A covered entity uses SDOH-related data for
treatment purposes.

Institutions + Correctional institutions may qualify as a covered or
hybrid entity subject to the Privacy Rule. institutions.
» The Privacy Rule contains specific regulations about when + Part 2 applies to a Part 2 program that operates within a
a covered entity may share with a correctional institution correctional institution.
certain protected health information about an individual
who is in the custody of that correctional institution.
PDMPs Generally Inapplicable Generally Inapplicable
+ PDMPs generally do not qualify as a covered entity + PDMPs do not qualify as a Part 2 program.
subject to the Privacy Rule. « If an entity receiving or using PDMP data is a Part 2
program, they must comply with Part 2 when using or
further disclosing patient-identifying information obtained
from the PDMP.
+ A Part 2 program may not disclose patient-identifying
information to a PDMP.
Mapping Generally Inapplicable Generally Inapplicable
Tools * Mapping tools generally use de-identified or otherwise + Mapping tools generally use de-identified or otherwise
unprotected data that are not subject to the Privacy Rule. unprotected data that are not subject to Part 2.
Social Applicability Varies Generally Inapplicable
Determinants + The Privacy Rule does not protect most SDOH-related + Entities that collect and disseminate SDOH-related data
of Health data, and most entities that collect and disseminate such generally do not qualify as a Part 2 program.
data do not qualify as a covered entity. + Part 2 programs may not disclose patient-identifying
(SDOH) information for the purpose of linking such information

with SDOH-related data unless the patient has consented.

Leveraging Data Sharing for Overdose Prevention
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Appendix C:

Resources on Data Sharing to Prevent Overdose and Reduce Drug-Related Harm

Opioid overdose
Centers for Disease Control and Prevention
cdc.gov/drugoverdose/index.html

Understanding the epidemic
Centers for Disease Control and Prevention
cdc.gov/drugoverdose/epidemic/index.html!

The triple wave epidemic: supply and demand drivers of
the US opioid overdose crisis

Daniel Ciccarone
sciencedirect.com/science/article/pii/S0955395919300180

Data Across Sectors for Health
dashconnect.org

Health information and data sharing
Network for Public Health Law
networkforphl.org/resources/topics/health-information-and-data-

sharing/

All In: Data for Community Health
allindata.org

Strengths and weaknesses of existing data sources to
support research to address the opioids crisis

Rosanna Smart et al.

doi.org/10.1016/j.pmedr.2019.101015

Stigma as a fundamental hindrance to the United States
opioid overdose crisis response

Alexander C. Tsai et al.

doi.org/10.1371/journal.pmed.1002969

Changing the Narrative
Health in Justice Action Lab
ChangingTheNarrative.news

HIPAA guidance materials
US Department of Health and Human Services
hhs.gov/hipaa/for-professionals/privacy/guidance/index.html

HIPAA Privacy Rule

Network for Public Health Law
networkforphl.org/resources/resource-collection-federal-privacy-
laws/federal-laws-hipaa-privacy-rule/

Substance abuse confidentiality regulations
Substance Abuse and Mental Health Services Administration
samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-

regulations-fags
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Substance use: confidentiality resources
Legal Action Center
lac.org/resources/substance-use-resources/confidentiality-resources/

Overcoming data-sharing challenges in the

opioid epidemic

California Health Care Foundation
chct.org/publication/overcoming-data-sharing-challenges-opioid-

epidemic/

Information sharing in criminal justice-mental health
collaborations: working with HIPAA and other privacy laws
Council of State Governments Justice Center
bja.gov/Publications/CSG _CIJMH_Info_Sharing.pdf

Corrections and reentry: protected health information
privacy framework for information sharing

National Institute of Corrections
nicic.gov/corrections-and-reentry-protected-health-information-
privacy-framework-information-sharing

What states need to know about PDMPs
Centers for Disease Control and Prevention
cdc.gov/drugoverdose/pdmp/states.html

What healthcare providers need to know about PDMPs
Centers for Disease Control and Prevention
cdc.gov/drugoverdose/pdmp/providers.html

Prescription drug monitoring program legal datasets
Prescription Drug Abuse Policy System (PDAPS)

pdaps.org/

Prescription drug monitoring programs
National Alliance for Model State Drug Laws
namsdl.org/topics/pdmp/

Prescription Drug Monitoring Program Training and
Technical Assistance Center
Institute for Intergovernmental Research

pdmpassist.org/

Overdose Detection Mapping Application Program
(ODMAP)

odmap.org

Opioid Mapping Initiative
opioidmappinginitiative-opioidepidemic.opendata.arcgis.com

Opioid crisis: no easy fix to its social and economic
determinants

Nabarun Dasgupta, Leo Beletsky, Daniel Ciccarone
ajph.aphapublications.org/doi/10.2105/AJPH.2017.304187
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